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Today’ s Reality We Need Confidence in our
Software-enabled Connected Cyber Capabilities

Dependencies on software-
enabled connected cyber
technology is greater then
ever

Possibility of disruption is
greater than ever because
hardware/ software is
vulnerable

Loss of confidence alone
an lead to stakeholder
actions that disrupt critical
business and support
activities
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Everything’s Cyber Enabled, Connected, and Co-Dependent

our System is attackable or

susceptible to a hazard...

MITRE
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When this Other System gets subverte'd.' fhrough an
application weakness, or susceptibility to a hazard...

un-patched vulnerability, a mis-configuration, an
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An Example of Cyber Enabled, Connected, and Co-Dependent...
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Q Control Systems o Cyber P ysical Systems
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Pers ectives n Trustw rthiness

Insurer ‘_ Opera or
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¢  Willl be liable for
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G Definition of Assurance Case

A documented body of evidence that
provides a convincing and valid argument
that a specified set of critical claims
regarding a system’s properties are
adequately justified for a given application in
a given environment.
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Assuranc Claims with Support o
‘Substantial’ R asoning

e Claims are assertions put forward for general acceptance
e he justification for claim based is on some grounds, the l

“specific facts about a precise situation that clarify and
make good for a claim”

Stephen Toulmin,
1958

Warrant
e he basis of the reasoning from the grounds (the facts) to
the claim is articulated. \(probablw
¢ oulmin coined the term “warrant” for “substantial grounds daim
argument”_ T \WModality —

e hese are statements indicating the general ways of
argument being applied in a particular case and implicitly
relied on and whose trustworthiness is well established”.

e he basis of the warrant might be questioned, so “backing”
for the warrant may be introduced. Backing might be the
alidation of the scientific and engineering laws used. MITRE
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Assurance Claims with Support of ‘Substantial’
Reasoning = two implementations
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(} Cla ms, Ar uments, and Ev dence

Claim =
assertion to be proven

Argument =

. . Argument
how evidence supports claim J

[ wment |
I 1

Evidence ‘

Evidence =

. . Evid
required document tion vidence

MITRE
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S fety C se Tooling —
Cl ims-Eviden e-Argument in Use for <15 Ye rs

— = “Is solved by”
|—=> = "In context of" |

- - MITRE
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OMG Structured Assurance Case MetaModel

3 1 23 5=
f "-.&-_ o Y =
- Y 4 o [ 25 7 27
2 5 (e 26 28
; | 24
6 s 8,z 14
9 10] 112 (3] &= \ | e R
15 \ &h ~ 44— W [20][21
162 ST18][19

Exchange and Composition of Assurance _
Cases between tools and programs 17
MITRE

© 2017 MITRE. All rights r¢ery  , all oth rmat rial used with permission. Approved for Public Rele se; Distribution Unlimited. Case Number 17-3226-002



+content
o 1" MutiLangString
+key |1 +content|1
+value |1."

ExpressionLangString | LangString
ang : Sirng [0.1]
+content : Siring [0.1]

+name]1

[+abstraciForm 0.1
SACMElement

E- Assurance Case
i MetaModel (SACM 2.0)

TaggedValue ‘ ‘ Note ‘ ‘Implemenmion(}ons&mml‘ ‘ Description ‘ Sorigin
- 0.1
“laggedVaue]0.* +noie]0. simplementationConstran([0.*  +descriplion]0.1

x T <arlifactElement 0.

aritactEloment
artect
vimplements |1 I
of go |

0. MerminologyElement [TerminologyElement & <09y Element
o 0
"
loriace +referencodArtiactElement 0.
x +assuranceCasePackage FerminologyGroup
+partcipantPackage 2. Y
‘AssurancePackageBinding Property Mevmm\ogyl”ﬂckagelﬂ. .
“property 0. i o
+implements
1
vartfzctPackage 0. T
+participantPackage |2
ArtifactPackage ArtifactAsset |50 urce i
mplemens T
; orget
e
+particioantPackage 2. * ‘ \—[ +expression| 1
<enumeraton ‘ Category
[AssartionDeclaration ArtifactPackageBinding walue : Strng [1]
“relement[0."
needsSupport ArgumentGroup
assumed
axiomalic ? 5
Ezre Artifact Activity [ Event | [ Participant | [ Technique Resource
asCied attutes routes ot
0 . A rr—. wersion : Sting [0.] | |+startTime : date [0.1]| [+occurence : date [0.1]
+date : date 0..1] rendTime - dete [0.1] Expression
+argumenlationEement
0. i
+extemalRelerence : Sting [0
+argumentPackage |0.
9 “implemerts | Arg: arget
7 i
o

+source

x

.panmpannr’acxager structure]o.

——
—

[ Assertion | [ArgumentReasoning

+reasonng 0.1

+asserionDeciaralion : AssertonDeclaration [1] = asserted

AssertedRelationship
+metaClaim [0."

+isCounter : boolean [1] = false

© 2017 MITRE. All rights reserved, all other material used with permission. Approved for Public Release; Distribution Unlimited. Case Number 17-3226-002



Structured

TaggedValue

UtdityElement

Note ImplementationCons raint

Description

Element

~ OMG Structured

+origin

0.1
ModelElement

+gid : Sting

“+name : Sting

+isAbstract : Bodlean

< +implementationConstraint ecinton
Assurance Bt N—
e ranceCas ePagiilge Citation
ase Base "
'S¢ nCe ePack: In’ .
Classes . - : . o R
—— - - - - AssuranceCasePackage 1 0.r
E 4 +interface i ackige <
age 0.
R AR 0."
0.
e PPN ArtefactPackageCitation ExpressionElement '°a‘eos°_~ Category
+argumentPackage
+citedArtefact +citedPackage 0.r
- o ArtefactPackageBindil Sesment
Structured . e i B e eneel SRS
— 53 I 1 Terminology AssetCitation Expression  +orm' | Term
Argash@tonE iement sartfactPackage  AntefactPackage +valud: String 0.1 4 value : Siing
+content : String A F 0. String
ssurance ey = ~ )
e
C ——— — = et
T =] P gy Egm s mam
ase , o e e
+argumentaionPackage +parficipantPackage o ArtefactAsset 1
P k 0 1 0.t +source
= =as ] esica ¥ ¥
ackages i 1 —
Bl
e T s & o - Bkl
R odsset ¥ o
0." -1 +interface P = !
+source  Argumensset Tetucre 0. —— AtefactAssetCitation £ Artefact Resource Activity Participant __ Teshniaue | s |
. +version : String +location : String. “sirtime : date et
«gr +dale : date. +endtime : date
S ot Bt
> T—— e
0. ArtefactEvent ——
g rdAeeet A +artefactProperty .
Argumen tAssetCitation b ARG ssetRdtionship ™= S e ArtefactProperty [
s ., - - ™ P - T
Assertion Aty T s
T +extemalReference : String
. s
e 2 e L b o " - . " " "
Artifact Met del S dA
; . JER S —— rtirtac etamode tructure ssurance
Case Terminolo Classes
C by g
M= .
WP - +assumed : Boolean W
+toBeSupported : Boolean [
o
—— ———
Argumentation
ST | Metamodel

© 2017 MITRE. All rights reserved, all other material used with permission.

MITRE

Approved for Public Release; Distribution Unlimited. Case Number 17-3226-002



ISO/IEC 15026: Systems & Software Assurance
5026 Part 2: : The Assurance Case (ciaims-Evidence-Argument)
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Capturing of Complicated Claims-Evidence Relationships
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The Key System Characteristics of
rustworthiness as a Quality Measure

~

Security
0.9 A

Privacy

 Industrial loT Quality is a continuum of
system characteristics satety 2
» OT Safety (IEC 62443*) meets IT Security (ISO 27000%)

* Privacy (GDPR?¥), Resilience (ISO*, IEC*), Reliability
(NIS*) are quality features in both OT and IT

« Determine and ensure quality measures per vertical, e.qg. Relisilty Restlience
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Composition of a Trustworthiness Quality Measure

Resilience* Reliability* Security* Privacy* Safety*
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Evidence of Trustworthiness as Assurance Cases
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TRUSTWORTHINESS MANAGEMENT CONSIDERATIONS

Q ONGOING ACTION
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ADAPTIVITY

Threats Threats
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TRUST RELATIONSHIP BETWEEN COMPONENT BUILDERS
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Open Group’s Depend bility Fr mework (O-DA):
Implied eqts-Design Development Ev lu tion

'HE
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Using an Assur nce
Case Model to

c pture (as claims)
the behaviors the
resultant system is
meant to have
Tying the evidence
developed/collected
to the supported
claims as an ongoing
part of creating and
maint ining the
system
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Change Accommodation Cycle
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Industrial Internet Reference Architecture
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Capturing of Complicated Claims-Evidence Relationships
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Institut orD ns Analysis (IDA)
Stat o th ArtR port (SOAR)

T

o

http://www.acq.osd.mil/se/docs/P-5061-software-soar-mobility-Final-Full-Doc-20140716.pdf
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Utilizing Appropriate Detection Methods to Collect Needed Evidence to Gain Assurance...

Artifacts

CONOPS

Requirements
Architecture
Design
Process
Code

Binary

Running Binary
Environ ent of Syste

Use of Mission Software
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Multiple Sources of Assurance Evidence from Throughout
the Lifecycle of the item(s) needing Assurance.

CO OPS
evaluation ~

Red Teaming

Attack Surface
Analysis

\ ~ Evidence / Analysis

Dynamic Runtime
Analysis

~ \ Design
\ Analysis/Review

Static Analysis
~ Malformed Input <«
Testing (Fuzzing) MITRE
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Questions?
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